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How to crack protected obfuscated Spigot plugins. Please
read through it carefully

('m not a java developer, so | do not 100% understand everything. | just figured this out by messing with things!)

Introduction (you may skip all the reading and just download the programs you need and follow the

screenshots if you want)

Hi! If you're reading this, you probably want to crack spigot plugins. No problem! This for spigot plugins that have

had their code obfuscated, meaning that most of the code was encrypted to look like a jumbled mess so anyone
that decompiles it doesn’t mess with the code. Also, if you do mess with the code, it will give you
org.bukkit.plugin.InvalidPluginException: java. lang.ClassFormatError: StackMapTable
format error: wrong attribute size in the console. It’s basically an obfuscation error saying whatever was
deleted was depending on something else and fucked up the formatting which we don’t know how to fix since it’s
obfuscated. So what do we do? Just edit one thing! And we can’t just deobfuscate it. You’d have to download some
programs and do other unnecessary stuff when this is a better easier way for everyone. This may work with
unobfuscated plugins (there aren’t that many out there though) but | haven’t tested it yet. It may be different, but
continue to read to find out.

Getting ready by downloading programs

| know, | know | hate downloading programs too but that’s what we’re gonna do.

First, we’re gonna need DirtyJOE. This is an editing program but we’re not going to use this to edit. We need this to
view methods in the main .class file of the plugin. I’ll explain more below. Download dirtyJOE here: http://dirty-joe.com/

For this tutorial, our plugin will be AdvancedAntiCheat version 1.8.11 which was recently blocked due to piracy but |
just cracked it. You can down load it for yourself here: http://adf.ly/1Mcr7U

Next you need JBE which you can get here: http://set.ee/jbe/

With those downloaded, extract all the rar/zip files and let’s begin!

Extracting the main .class file
All java applications have a main class file. You can find out what it is by opening your .jar file with WinRAR and opening
plugin .yml.
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& AACjar - WinRAR - O >4
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File Commands Tools Favorites Options Help

£ NN N AT YE

Extract To View Delete Find Wizard Info VirusScan Comment SFX
m @j AAC jar - ZIP archive, unpacked size 578,050 bytes v
Name Size Packed Type Modified CRC32
File folder

com File folder 7/10/20157:09 ...

me File folder 7/10/20157:09 ...
[ banned.ymi 92 75 YML File 7/10/20157:09... ESCES960
[&f config.yml 13,847 3,723 YML File 7/10/20157:09 ... F97092C9
[&f 1anguage.ymi 673 357 YMLFile 7/10/20157:09... B6580126

[ plugin.yml YML File 7/10/2015 7:09 ... FOA4A3EG

[J C:\Users’ \AppData\Local\Temp\RarSDIa0.944\plugin.yml - Notepad++ = O X
File Edit Search View Encoding Language Settings Macro Run Plugins Window ? X

cBHHE R LB 4sHR ey axBE ST ERELROED®EE| G
(=] pluginyml £ |

1 name: AAC A

2 version: 1.3 .11

3 main: me.konsolas.aac.AAC

4 author: konsolas

5 description: AAC prevents and kicks suspected hackers from your server.

6 depend: [ProtocolLib]

7 commands:

8 E} aac:

9 description: Display version information

10 usage: /<command>

11 permission: AAC.version

12 permission-message: You do not have permission to perform that command.

12 [  aacunban:

14 description: Unban a player

15 usage: /<command> [player]

16 permission: AAC.unban

17 | permission-message: You do not have permission to perform that command.

18 [  aacadmin:

19 description: Open a GUI with options to manage AAC

20 usage: /<command>

21 permission: AAC.admin

22 F permission-message: You do not have permission to perform that command.

23 [ aackick:

24 description: Kill and kick a player, broadcasting this.

25 usage: /<command> [player] [reason]

26 permission: AAC.kick

27 | permission-message: You do not have permission to perform that command.

28 [ aacban:

29 description: Ban a player with AAC's ban system.

30 usage: /<command> [player]

31 permission: AAC.ban

32 permission-message: You do not have permission to perform that command.

33 [ aacreload:

34 ﬁ] description: Text based reload &
YAML Ain't Markup Lanquaage lenath : 2081 lines: 64 Ln:3 Col:1 Sel:2510 Dos\Windows UTF-8 w/o BOM INS

So as you can see, our main class file is named AAC judging by ‘main: me.konsolas.aac.AAC’ where me.konsolas.aac are
the directories in the .jar file. For this plugin, our main class file will be located in me/konsolas/aac/ and our main class
file is AAC.class
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> > me > konsolas » aac

|:| Name

a
api
b
d
=
f
| ] AAC java

~

its

is

Date modified

8/13/2015 1:54 AM
8/13/2015 1:54 AM
8/13/2015 1:54 AM
8/13/2015 1:54 AM
8/13/2015 1:54 AM
8/13/2015 1:54 AM
8/13/2015 1:54 AM

Type

File folder
File folder
File folder
File folder
File folder
File folder
JAVA File

Grab this file and extract it to your desktop or wherever you want

55 dirty)OE - v1.7 (c529) (x64)

File Tools Options Help

Overview (Constant Pool Fields Methods

Class File Overview
Magic: | | Constant Pool count: | |
tnorversn: [ ][] Inefocescout: | |
Major version: : [] Fields count | |

Attributes count | |

Aexem thas ] | [od]
Thiscass: | | [e]
Sipe o) | | [oe]
Implements
Attributes:

Click File>Open and open your .class file. For this tutorial, it’'s AAC.class. Once it’s opened, go to Methods.

teetl

Size

19 KB

. Now let’s open dirtyJOE.
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&% dirty)OE - v1.7 (c529) (x64) - C:\Users Desktop\AAC.class — O X

File Tools Options Help
Overview Constant Pool Fiekis Methods

onEnable
onDisable
a

b
a
c
a

<clinit>

loadConfig0

Info

Name: |<'nit> | ‘v: Attributes:

) -

Descriptor: |OV |!::;

AccessFlags: | public | =]

Demangled name: | public void <init>()

max_stack: 5 A
max_locals: 1

code_length: 54

attributes_count: 1

exception_table_length: @

ANBRRBBB : aload_B9

ABBRAAA1 : invokespecial void org.bukkit.plugin. java.JavaPlugin.<init>(
ANBRRBB4 : aload_09

APBRAARS : aload_BA

ABBBRAB6 : putfield me .konsolas.aac.AAC me.konsolas.aac.AAC.a
APBRAAAY? : aload_BA

ARRAAABA : new Java.text.SimpleDateFormat

ARARAAAD = dun Y

Now for many plugins that I’ve tested on, they want to call the antipiracy when the server is first started, so this method
is onEnable

Since this plugin is obfuscated and the creator is smart, they’d probably want to confuse us by renaming the antipiracy
call something tacky and unsuspecting. For this plugin, they’re calling it config. The first thing onEnable is calling is the
method loadConfig0

&5 dirty)OE - v1.7 (c529) (x64) - C:\Users Desktop\AAC.class = | X

File Tools Options Help
Overview Constant Pool Fields Methods

<init>

onDisable

a

b

a

c
a

<clinit>

loadConfig0

Info

Name: |oﬂﬁmbb |(:TE Attributes:

) .

Bt SR ([ | [

AccessFlags: | pubiic | [o]

[h"Bm#ﬂTB"E:|pthvddonBubb0

max_stack: 7?7 A
max_locals: 1

code_length: 171

attributes_count: 2

exception_table_length: 4

ABBAAAAB : invokestatic void me.konsolas.aac.AAC.loadConf igl<{)

ABBBBAA3 : invokestatic Java.util. logging.Logger org.bukkit.Bukkit.getLogger()
ARBAAB6 : getstatic Java.lang.String[] me.konsolas.aac.AAC.qg

ABBBBBAY? : iconst_3

A0RBBABA : aaload

A0BBABABB : invokevirtual void java.util.logging.Logger.info(java.lang.String)
APABBABE : aloa

ARARAAAF : neuw me _knnsnlas_aarc_a_n ¥

Let’s have a look at loadConfig0
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T dirty)OE - v1.7 (¢529) (x64) - C:\Use Desktop\AAC.class - O X
File Tools Options Help
Overview Constant Pool Fields Methods
<init>
onEnable
onDisable
a
b
a
c
3
<clinit>
joadConfigQ
Info
Name: l loadConfig0 I Attributes:
Code |
Descriptor: | OV I
Access Flags: | private static bridge synthetic | [
Demangled name: | private static bridge synthetic void loadConfig0()
A000BRA4 : ldc_w "http://wuwu.spigotmc.org/api/resource..php?user_id=4454%&resource_id=6442&nonce=-1457913365" A
ABAARBAA? : invokespecial void java.net.URL.<init>{(java.lang.String)
ABBBBAAA : invokevirtual Jjava.net .URLConnection java.net.URL.openConnection{()
ABAABAAD : astore_O@
PBABABBE : aload_@
BAABABAAF : sipush 10008
#0ABBA12 : invokevirtual void java.net.URLConnection.setConnectTimeoutd{int>
AABAAA1S : aload_|
AAABAA16 : sipush 108008
AABRAAA1? : invokevirtual void java.net.URLConnection.setReadTimeout{int>
#0080BA1C : new Java.io.BufferedReader
#0BAAA1F : dup
A00BBR28 : new Java.io.InputStreamReader
A0BRAA23 : dup
#ARBAB24 : aload @
A00BBAA25 : invokevirtual Java.io.InputStream java.net.URLConnection.getInputStream()
A0ARBR28 : invokespecial void java.io.InputStreamReader.<init>{(java.io.InputStreamd
ABBBBA2B : invokespecial void java.io.BufferedReader.<init>{(java.io.Reader)
ABABBA2E : invokevirtual Java.lang.String java.io.BufferedReader.readLine()
ABAAAA31 : astore_1
#00BAA32 : ldc_w "false"
ARABAA3S : aload_1
ABABBA36 : invokevirtual bhoolean java.lang.String.equals{(java.lang.Object)>
AABARA3? : ifeq pos .0800BA47
A0AABA3C : new Java.lang.RuntimeException
#0ABAA3F : dup
s _ “fAiccess to this plugin has been disabled due to piracy?! Please contact Spig
0000080843 : invokespecial void java.lang.RuntimeException.<init>{(java.lang.String) v

Well I’'ll be damned! They thought they would be sneaky huh? Well loadConfig is the entire public void code given to
developers who want to add antipiracy to their premium plugins. Now we know where this is being called so now we
need to open our .class file in JBE to edit this correctly. Open jbe.sh and open your .class file.

LIRCA JE] - YLS)

55 C:\User Desktop\AAC class
- 4 General Information Generic info:
[~ Constant Pool Attribute name index: cp info #3895
-4 Interfaces Attribute length: 140

[~ Fields

B- Methods Specific info:
53} <init> Bytecode Exceptiontable Misc Code Editor
) onEnable % =
[#- | onDisable ve met
B ja 1
[ j b 2
) a ) o
[ c 3 ser ‘_l 44549 reson rce_ id-6442sncnce——1457913365"
[+ a 4 | ir
G- 1) <cink> 5(ir RLConnection;
=+ | loadConfigd 6

[EZR (0] Code
G- | Attributes 7
g 1
9 |invekevirtual java/net/URLConnecticn/setConnectTimecut (I})V

Now that loadConfig method is open, click the plus icon next to loadConfig and another folder named [0] Code appears
like the screenshot. Click on it, then click Code Editor. This is where it gets even more fun!

We have to edit the spigotmc URL. Of course the resource ID will be different on every plugin but that doesn’t matter!
All we have to do is replace one thing. This is it for us

ldc_w http://www.spigotmc.org/api/resource.php?user_id=44549&resource_id=6442&nonce=-1457913365

So let’s just go ahead and replace one letter. So what | did is | replaced user_id to just say user_i4. So now it should say

ldc_w http://www.spigotmc.org/api/resource.php?user_i4=44549&resource id=64428&nonce=-1457913365
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By going on the original URL, it just shows ‘false’ which tells the plugin the license is no longer valid and the antipiracy
is turned on. But our edited URL is null and will only show a blank screen, which returns nothing, and the plugin enables
like normal! Remember, you can edit anything in this url. But do not replace anything after spigotmc.org/api/ or you
will get 404 errors in your console. Or you can replace the URL to anything (I haven’t tried it yet) Nothing bad but it
gets spammy. Remember, you can edit anything, a letter or number and replace it!

Now that you replaced your URL, save the method and exit JBE. Drag your main .class file to where you grabbed it. So
for us, we're putting it back and replacing the original AAC.class file in me/konsolas/aac/ in our plugin.jar. Now once
you did that, put your plugin into your plugins folder and it should start fine!

That’s it!

If you are having trouble with this, or you cannot find the
main .class file in your plugin, or you cannot find the method
that calls the antipiracy public void or you have any other
problems, drop me a PM on leakforums.net and I’ll do it for you!
Link to my profile, teetl: https://leakforums.net/user-525379
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